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NOVEMBER 19, 2025

CYBER THREAT LANDSCAPE & TOP 
CONTROL RECOMMENDATIONS

WHAT COUNTIES MUST KNOW ABOUT TODAY’S CYBER THREATS
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THREAT ACTORS

• Nation States • Organized Crime
• Qilin
• Scattered 

Spider
• Fin7

• BlackCat
• EvilCorp
• cl0p
• Revil

• Akira
• Vice 

Society
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CURRENT THREAT LANDSCAPE

Smarter Adversaries
• Cybercriminals and nation-state actors are more organized, 

patient, and well-funded.

• Social engineering is the #1 tactic—not just technical exploits.

 Evolving Tactics, Techniques & Procedures (TTPs)
• Shift from ransomware-only to multifaceted extortion, B.E.C., and 

supply chain attacks.

• Cybercriminals use AI and automation to scale attacks faster than 
defenders can respond.

Government & Public Sector = Prime Targets
• Local governments are attractive: high trust, lower budgets, and 

lots of sensitive data.

• Legacy systems, limited MFA, and lack of user training widen the 
attack surface.
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2025 COUNTY INCIDENT EXAMPLES
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REAL INCIDENT EXAMPLES

November 2024 Incident – Nation State

• No MFA on VPN

• IOT device exploded (public utilities affected)

• RAT installed on multiple servers (ghostly mouse!)

• Purposefully no ransom or large data exfil

March 2025 Incident – Vendor Ransomware

• Vendor hardware the entry point

• Didn’t inform county

• Flat network – TA moved around environment

• Data exfil & encrypted entire environment

• No backups

April 2025 Incident – MSP

• VM Level Encryption on MSP

• Data exfil of county data

• Ransom as a service model

• County had backups but still paid

• Why: Data sensitivity

May 2025 Incident – Data Exposure

• Accounting folder on web server not private

• Exposed to internet

• ChatGPT ingested data

June 2025 Incident – Ransomware

• VPN Access – No MFA

• Viable Backups

• County had backups but still paid

• Why: Data sensitivity

 July 2025 Incident - BEC

• “Vendor” requested to setup ACH 

• Accounting transferred $300k to threat 
actors

• Discovered 3 months later
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SO WHAT DO WE DO ABOUT IT?
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SEEING PATTERNS

COMMON ISSUES

➢ Limited or missing logging & retention 
configuration

➢ Endpoint detection not fully deployed or 
misconfigured

➢ Flat network

➢ Did not adhere to least privilege 

➢ No immutable backup solution

➢ Improper MFA configuration (and bad passwords)

➢ Unpracticed IR process or no IR plan at all
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TOP CONTROL RECOMMENDATIONS

What would have stopped some of these attacks?

1. STRONG MFA with Conditional Access Everywhere

2. Network Segmentation

3. EDR/XDR + 90-day logging

4. Practice! (IR Tabletops)

5.  Tested Immutable backup solution
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STAY AHEAD OF THE THREAT

https://www.crowe.com/insights/crowe-cyber-watch/cybersecurity-on-a-shoestring-budget?r=WSAC
https://www.crowe.com/insights/crowe-cyber-watch/mitigating-risk-triple-extortion-ransomware-attacks?r=WSAC
https://www.crowe.com/insights/crowe-cyber-watch/password-security-best-practices-2025?r=WSAC
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within the Cr owe Global n etwork. The Cr owe Horwath Glob al  Risk Con sulting enti ties, Cro we Healthcare Risk Con sulting LLC, and our affil iate in Grand Cayman are subs idiar ies of Crowe LLP. Cro we LLP is an Indiana l imited liabi lity p ar tnership and the U.S.  member fi rm of C rowe Global. Services to cl ients are pro vided by th e ind ividual memb er firms  of Cr owe Global,  but Crowe Global itself is a Swiss enti ty that does  not provide services to  cl ients . 
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The information  in this  document i s no t – and is not intended to be – audit, tax, accountin g, advisory, r isk, performance, consulting, business, fin an cial , investment, legal,  or other p rofessional ad vice. Some firm services may not be avai lable to attest clients. The information  is  general in n atu re, based o n existing author ities , and  is  sub ject to change. The information is not a su bstitu te for p rofessional ad vice o r ser vices, and yo u sh ould con sult a 

qual ified profess ional adviser before taking any action based on the informatio n. Crowe is not r espons ible for any loss  incurred by any per son who relies  on the information discussed in this do cument. © 2022 Crowe LLP.

Michael Salihoglu

Cyber Senior Manager and Penetration Tester

Crowe LLP

Michael.Salihoglu@crowe.com

Thank you
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